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THE MAILING DATE OF THIS COMMUNICATION. 
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2a)D This action is FINAL. 2b)IEI This action is non-final. 
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DETAILED ACTION 



Oath/Declaration 



1 . It does not identify the citizenship of each inventor. 

It does not include the inventor's signature, or the inventor's signature is in the wrong 
place. 

Appropriate correction is required. 



2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

As per claims 42-48, Claim 42 recites the limitation "first client" in line 6. There is 
insufficient antecedent basis for this limitation in the claim. Appropriate correction is 



3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



Claim Rejections - 35 USC § 112 



required 



Claim Rejections - 35 USC §103 
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Art Unit: 2134 

Claims 1, and 4-16, 18-29, 35-36, and 43-44, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Sachs US 6,331,865 in view of Herbert US 6,199,053. 

As per claim 1, 1 1, 15, 21, 27 Sachs discloses a system which validates a server, (Col 3 
lines 58-63). Sachs discloses deriving an identifier associated with a computing device 
(electronic book unique secret key), and uploading said identifier to said server (Col 3 
line 63 to Col 4 line 3). 

Sachs discloses that the device receives a secure repository from said server, (encrypted 
content key), (Col 5 lines 2-6). 

Sachs does not disclose authenticating said secure repository. 
Herbert discloses authenticating data sent over a network through the use of a digital 
signature, (Col 1 lines 34-45). Herbert teaches that the originator of the data hashes the 
data and signs the hash with a private key. It turn the receiver decrypts the hash, and 
compares it with the receivers own hash of the data. If they match, the data has not been 
tampered with. 

It would have been obvious to one of ordinary skill in the art to add the digital signature 
authentication to the secure repository of Sachs to increase security by providing 
evidence that the secure repository has not been tampered with. 

As per claim 8, 18, Sachs discloses uploading data associated with the user to the server 
(secret key), Col 4 line 1). 

As per claim 9, 19, 23 Sachs discloses the identifier is based on hardware wherein the 
identifier uniquely identifies the computing device, (secret key) ( Col 3 lines 63-66). 
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As per claim 10, 20, Sachs teaches the secure repository (encrypted content key with 
session key) is based on said identifier, (Col 4 lines 1-8). 

As per claim 12, Sachs teaches a dedicated reader device (electronic book), (Col 1, lines 
43-46). 

As per claim 14 Sachs teaches the address of the server is coded into the device, (Col 7 
lines 19-24). 

As per claim 24, 25, 35, 36, 43, 44 Sachs discloses the reader may render text, or 
multimedia data, (Col 1, lines 35-40). 

As per claim 26, Sachs discloses the reader device is programmed to contact the server at 
a predetermined address, (Col 7 lines 19-21). 

As per claim 28, Sachs teaches determining whether software is activated (reading 
purchased test), if it is not activated, Sachs teaches issuing instructions to download a 
secure repository and use it to allow reading of purchased text, (Col 5 lines 1-14). 

As per claim 29, Sachs teaches the secure repository is individualized (encrypted) for the 
computing device on which the software is installed, (Col 4 lines 60-61). 



Claims 2, 16, 37-39, 45-47, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sachs US 6,331,865 in view of Herbert US 6,199,053 in view of 
Rohatgi US 5,625,693. 
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As per claims 2, 16, 37-39, 45-47, The Sachs-Herbert combination teaches encryption of 

a content key with a public/private key pair, (Col 5 lines 32-40). Sachs-Herbert teaches 

that content encrypted with a content key may only be decrypted with an unencrypted 

content key. Sachs-Herbert does not teach exchanging certificates. 

Rohatgi teaches sending a certificate with a public private key pair for decryption of 

content encrypted with the servers private key, (Col 6 lines 33-43). 

It would have been obvious to one of ordinary skill in the art to use the certificate with 

keys from the server to replace the key taught in Sachs-Herbert, because the multiplicity 

of keys that can be used by the server increases security and prevents any snooper from 

obtaining a single key. 

Claims 4-7, 13, 30-34, 41, 42, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sachs US 6,331,865 in view of Herbert US 6,199,053 in view of 
Eberhard US 2001/0011238. 

As per claims 4-7, 13 the Sachs-Herbert combination does not disclose a client side 
object. 

Eberhard teaches a client-side object in a reader device, as a java applet or plug-in, ( 
[0023, 0024]). 

It would have been obvious to one skilled in the art to add the client side object to the 
reader because of the operability of the applet or plug-in directly with the internet. 




Application/Control Number: 09/604,564 
Art Unit: 2134 



Page 6 



As per claim 33, the Sachs-Herbert-Eberhard combination teaches that the software 
comprises a content rendering application. Eberhard teaches that there may be 
unencrypted content (first set), allowing content rendering without activation, ([0028]). 
The Sachs-Eberhard combination teaches rendering of encrypted content (second set), 
(Col 5 lines 13-16). 

As per claim 34, 41, 42, the Sachs-Herbert-Eberhard combination teaches that the 
software comprises a content rendering application. Eberhard teaches that there may be 
unencrypted content, allowing content rendering, ([0028]). The Sachs-Eberhard 
combination teaches rendering of encrypted content, (Col 5 lines 13-16). Sachs-Eberhard 
thus teaches that a first set may be rendered whether or not a first status is activated 
(encrypted or unencrypted), while a second set may only be rendered if the first status 
(encrypted) is activated. 



4. Claims 3, 17, and 40 are objected to due to their dependence on rejected independent 
claims. 



Allowable Subject Matter 
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Conclusion 



5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher J Brown whose telephone number is 703-305- 
8023. The examiner can normally be reached on 8:30-6:00. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 703-308-4789. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

Christopher J. Brown 




